
CHECKLIST

Checklist before an AI application pentest

The scope is written down: chat, knowledge base, agent tools, API, admin panel and what is out of

scope.

Every agent tool is listed with its permissions.

Two test accounts exist for every role and test customer.

There is a test knowledge base without real personal data.

You have decided whether to share the system prompt and tool descriptions.

A model spending cap is set for the test.

You agreed which edition of the OWASP Top 10 for LLM the provider tests against.

An NDA and written authorization with scope and contacts are signed.

The retest and its timing are in the contract.

Want to go through this checklist together? Write to us and we will review your scope.

veiltrack.io/en/contact
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