‘ VEILTRACK CHECKLIST

Checklist before a cloud review

All accounts, subscriptions and projects are listed, including test ones.

A read-only role is granted for the duration of the review.

The AWS root account and all admins have MFA.

S3 Block Public Access is on at account level, any public storage is explained.
Repositories and pipelines are checked for long-lived cloud keys.

SSH, RDP and databases are not open to the whole internet.

Logs from all accounts are kept longer than the default 90 days in one protected place.
Kubernetes cluster APIs are not reachable from the whole internet without need.

Your provider’s current testing rules are checked.

Permission is signed and a contact who can stop the test is named.
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Want to go through this checklist together? Write to us and we will review your scope.
veiltrack.io/en/contact

From the Veiltrack blog veiltrack.io




