‘ VEILTRACK CHECKLIST

Checklist for a hacked account

The password was changed from a clean device, it is new and not reused anywhere.

All sessions are ended or sign-in is temporarily blocked.

Forwarding rules, sign-in methods, other people’s access, apps and recovery details are checked.
Accounts knows: no payments to new bank details without a call to a known number.

If money has gone, the bank has been told.

Screenshots and the sign-in log are saved, nothing has been deleted.

Clients and partners were warned from another mailbox or by phone.

The incident was reported to the cyber police or CERT-UA.
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One person is named to coordinate what happens next.

Want to go through this checklist together? Write to us and we will review your scope.
veiltrack.io/en/contact
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