
CHECKLIST

Email protection checklist

One SPF record, no +all, covering every service that sends mail from your domain.

DKIM is on for your own domain in every service that sends in your name.

DMARC is at p=quarantine or p=reject, and someone reads the reports.

Domains you never send from have SPF with no allowed servers and DMARC p=reject.

Mail from outside carries an External tag.

Link and attachment protection is on for all mailboxes.

Accounting confirms new bank details by calling the number in the contract.

Mail has a report button, and every report gets an answer.

Phishing simulations are approved in writing, the report has no names.

Want to go through this checklist together? Write to us and we will review your scope.
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