
CHECKLIST

Checklist for a fintech or payment service

Login, account recovery, phone and email changes are protected by MFA and attempt limits.

Changing payment details or adding a payee requires a second confirmation and notifies the

owner.

Every API request checks that the object belongs to this particular user.

Simultaneous withdrawal and refund requests cannot go through twice.

No full card numbers in logs, analytics or support emails.

Admin panel roles are limited and staff actions are logged.

A penetration test was done in the last year and after major changes, critical findings are fixed

and retested.

You know which NBU documents and whether PCI DSS apply to your licence and business model.

Want to go through this checklist together? Write to us and we will review your scope.
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