
CHECKLIST

One hour checklist

All active users have MFA, admins included.

There are two emergency accounts with a FIDO2 key or a certificate, and logging in with them has

been tested.

Legacy login protocols are blocked, with no successful logins through them in the log.

Fewer than five Global Administrators, all accounts named and known.

Automatic forwarding to outside addresses is off, the forwarding report is empty or explained.

Anyone links are off or have an expiry and view only rights.

The audit log is on, UnifiedAuditLogIngestionEnabled is True.

Someone reviews the login log every week.

Want to go through this checklist together? Write to us and we will review your scope.
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