
CHECKLIST

Checklist for this week

MFA is on for everyone in email, online banking, accounting software, the CRM and hosting.

There are no more than three admins, each with a separate admin account.

Nobody who left in the past year still has work access.

We restored a file and a database from backup and know how long it takes.

SPF, DKIM and DMARC are set up, automatic forwarding to outside addresses is blocked.

There is a list of systems reachable from the internet, with versions and update dates.

The company uses a password manager, there are no password files on shared drives.

Accounts confirms changed bank details by calling a known number.

We know all our domains and subdomains and have switched off what we do not need.

The incident contact list is printed and up to date.

Want to go through this checklist together? Write to us and we will review your scope.

veiltrack.io/en/contact
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