‘ POBOYNN APKYL

[lepeBipTe, XTO Ma€ A4OCTYN AO
nowTu Microsoft 365

CTOPOHHI 3aCTOCYHKM MOXYTb pOKaMW YATaTU MOLUTY U
dannm KoMnaHil, HaBiTb AKLLO HUMU BXE He
KOPUCTYIOTbCS.

W0 BCEPEAWNHI

6 nepesipok gocTtyny ana lT

[oTOBe noBigoMneHHA and IT aéo nigpsaaHMKa

il npu 3/10Mi Ta apKyLl pilleHb

[1na: BnacHWKK, kepiBHWUKW, I T-BiANOBIAanNbHI Ta @IHaHCOBI NPALLIBHUKM
YKPaIHCbKUX KOMMaHIW

(& OCTaHHi 2 CTOpPiHKM Ansa ApYKY

‘ Veiltrack

He3anexHe TecTyBaHHA 6e3neku



‘ POBOYNI APKYI

Cutyauin

KoMnaHiga nigknoymna pe3epsHe
KonitoBaHHA nowTn. CepBICOM YyXe He
KOPUCTYIOTbCS, afie 3aCTOCYHOK MIr
36epertmn okpemMumn octyn go Microsoft
365.

Y »0OBTHI 2026 poKy NoBigOMUIX NPO aTakKy
yepe3 ConnectWise Cloud Backup i3
BUKOPUCTaHHAM JaHUX A9 BXOA4Y
3aCTOCYHKY Ta paHile HagaHux npas. 3a
naHMMM Huntress, nocTpaxaganu
LOHanMeHLe 162 cepenosuila Microsoft
365. Lle He cToCcyeTbCA aBTOMATUYHO BCIX
CTOPOHHIX 3aCTOCYHKIB.

BnacHuk norogxye 3miHu, IT nepeBipae
OOCTYM. 3arnOBHIOUTE apKyLl A9 KOXHOIro
3aCTOCYHKY.
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01 / 06
3HauaiTb CTOPOHHI 3aCTOCYHKM

Biokpunte Entra — Enterprise applications. 3BipTe
3aCTOCYHKM i3 cepBicaMy KOMMNaHIl. 3anuwiTb
HEeBIOOMI.

3aCTOCYHOK Ma€ JOCTYM, ane HiXTo He 3HaE, XTO MOoro
NIOKNHOYUMB.

- IT 3anncye Ha3By, ineHTU@PIiKaTop i 3'ACOBYE, XTO
NigKIOYUB 3aCTOCYHOK.

02 / 06
3'acyuTe Nnpu3HauYeHHSA 3aCTOCYHKY

3anutanTe Bigain abo nigpagHuKa, XTo
KOPWUCTYETbCH 3aCTOCYHKOM, HaBILLO 1 KOMK
BOCTaHHE.

HIXTO He NOACHIOE NMPU3HaYEHHS 3aCTOCYHKY, X04a
OOCTYN 3anULWnBCS.

— BnacHuk npu3Havae BignoBiganbHOro 3a
3'cyBaHHA NpM3HavYeHHA Ta HacniakiB BiAKTIOUYEHHS.
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03 / 06 (EETIIIGEDD

[MepeBipTe NpaBa Ha AaHi

Entra — Enterprise applications — Permissions.
[lepeBipTe NpaBa Ha YNTaAHHA 1 3MIHY MOLWTK Ta
danniB. 3anuLiTb 3aKBI.

3aCTOCYHOK MOXe YMTaTK UM 3MIHIOBaATW HEMOTPIOHI
MOMY OaHi.

- BignosiganbHUu nigTBEpaXye notpebu. IT
npubupae norogxeHi 3anBi NpaBa U TeCTYE CepBic.

-

.

04 / 06 CIRTIIIEIEND

[MlepeBipTe npaBa agMiHICTpaTOpa

Entra — Roles and administrators. 3'acyunte, un
MOXYTb 3aCTOCYHKM KepyBaTK MOLITOK abo
cepBsicamm.

3acTocyHoK kepye Microsoft 365 6e3 3po3yMinol
MNPUYNHN,

- IT nepeBipse NnpUsHa4yeHHS, NOroA)Xye BuaaneHHs
3aMBuX NpaB i nepeBips€ pe3ynbTarT.
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)
05 / 06 (EETIINGEDD

[MepeBipTe BXOoAM 3aCTOCYHKIB

Entra - Sign-inlogs - Service principal sign-ins.
3BipTe Yac i pxepena BXoaiB 3i 3BUYaMHOK POBOTOHO.

3aCTOCYHOK BXOAMB i3 HEBIOOMOI O OXepea 6e3
NOACHEHHS BIOMOBIOaIbHOr 0.

-~ IT nepesipae Bxoau. 3a nigTBepaXeHoro
CTOPOHHbOIO BUKOPUCTAHHA HEranHo obMeXxye

nocTyn.
N\ J

86 / 06
MigroTynte npuNMHEeHHA QocTyny

3anutanTe IT, aK TPUNUHUTKX OOCTYM | UK
NOCTpPaxaakTb pe3epBHI KonMil, BIAHOBIEHHSA NOLWTH
abo iHLWi cepBicw.

HeBIAOMO, AK MPUNUHUTK OOCTYNM | AKI CepBICH
3YNNHATLCS.

— BnacHuk norop)ye nnaHoBy 3MiHy. IT BUKOHYE 1i 3a
noTpe6bu U nepesipse pe3ynbTar.
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PIWEHHA - 1/2

LLlo po6buMo nicns
nepeBIPKN 3aCTOCYHKY?

3anuuuTu

BionosiganbHWY NiaTBEpOXYE NOTPedy. IT
nepesipsde nNpaBa 1 JOCTYMHI BXoAu. BnacHWK
NOroaXy€e BUKOPUCTaHHA Ta HACTYMHY
NnepeBipKy. 3anuWiTb, XTO YXBavB PilleHHS.

3MIHUTU NpaBa
BignosiganbHWUY BU3HaYaEe NOTPIOHI NpaBa.
BnacHMK noroaxye 3MmiHy. IT npubupae 3amsi

Nnpasa NiaTpMyBaHMM CNOCOBOM, TECTYE CEPBIC
| PIKCYE pe3ynbTarT.
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PIWEHHA - 2/2

LLlo po6buMo nicns
nepeBIPKN 3aCTOCYHKY?

BiaknounTu

BnaCcHWK NOroaXye BIOAKNKYEHHSA Nicig
nepeBipKky 3anexHocTew. I T npunmMHae oocTynm,
nepeBipae 3anMLWKOBI NIAKTKOYEHHA 1 POBOTY
CEPBICIB. 3anuLiTb gaTy U pe3ynbTaT. 3a
NnigTBEPLXKEHOr0 CTOPOHHBLOIO BUKOPUCTaHHSA
OBbMeXynTe OOCTYMN HeramHo.

He 3Halo, NOTpi6bHe pilleHHS

BnacHuK npr3Hayae BianoBiganbHOro 1 CTPOK
pilLeHHA. IT PikCye nNpaBa Ta AOCTYMHI Bxoau. He
PO3LLMPIONTE AOCTYM OO0 3'ACYBaAHHA NMPUYNH.
[ligTBEpPOXEHE CTOPOHHE BUKOPUCTAHHS
NnoTpebye HeranmHoI peakdLiil.
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FOTOBA OPA3A

LLlo nepecnaTtu IT-
BiAonoBiganbHOMY abo

niaApAAHUKY

«[MokaXiTb CTOPOHHI 3aCTOCYHKM 3
AOCTYrNoM [0 NowTu n daunnie
Microsoft 365. [1ng KOXXHOro BKaXiTb
KOpPUCTYyBauJiB, NpU3HayYeHHs, npaBsa
Ta He3po3yMini Bxoau. Buginitb
HEBUKOPUCTOBYBaAHI 3aCTOCYHKM.
3anponoHynTe pilleHHS,
BiANoBifanbHOro U AaTy BUKOHAHHS. »

HYOro HE POBUTH

He BigkntoyanTe NOTPIOHI cepBicu 6e3 nepeBipku
3aneXxHocTeun. 3a niaTBepaXeHoro CTOPOHHbOro
BUKOPUCTaHHA OBMeXynTe OOCTYMN HeramHo.
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® IINTE OOPA3Y

HAK Ai9THN 32 CTOPOHHbOIO
BUKOPUCTaHHA 3aCTOCYHKY

€@ T HeraiiHo o6Mexye nigo3pinuit nocTyn,

He 3aTPUMYIOUM 3aXUCT 3apan 3anuciB.

3a niaTBepaXXeHOro CTOPOHHLOIO BUKOPUCTaHHA abo
NEePEKOHTMBKX O3HAK 3/TOMY.

€©) T 36epirae pocTynHi xypHanu Bxofis,

NnpaBa 1 Yyac BUABEHHS.

HKLLO 3anmMcK JOCTYNHI. He 3aTpuMynTEe OBMEXEHHS
OOCTYny.

a MoBinOMTEe BNacHMKa M BianoBiaanbHOro
3a CepBIC NPO NiATBEPAXKEHI CTOPOHHI Ail.
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® NIINTE OOPA3Y - 2/2

HAK Ai9THN 32 CTOPOHHbOIO
BUKOPUCTaHHA 3aCTOCYHKY

@ T nepesipsie 3miHM NpaB aaMiHicTpaTopa

Ta CTOPOHHIN AOCTYN A0 NOWTY U panni..
3a HagBHOCTI BIgNOBIOHMX OaHUX | 3anuCiB.

© 7 3amiHioe HeHapinHi aaHi Ans Bxoay,
NnepeBIipse 3annLWKOBMM OOCTYM |

BIAHOB/IOE NepeBIpeHI MIAKIKYEHHS.
HAkLWo 3namM NigTBEPOXEHO abo faHi ANnga BXoay HEHaAINHI.

O6MeXxeHHA oocTyny He ycyBa€e Hacnigkis. lNepesBipTe
BUTIK JaHUX | NOBHOTY XXYpPHanis..
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3anoBHITb

Po3opykynTe v 3anoBHITb pyykoro. OanH 6naHk Ha oauH
3aCTOCYHOK YM BUMaOoK.

3aCTOCYHOK

XTO KOPUCTYETLCA N HaBILLO

[loCcTynHi faHi Ta npaBa

[lpaBa agMiHicTpaTopa Microsoft 365

Pe3ynbTaT nepeBsipky BXOAIB

PilLueHHa BNacHuKa

B1koHaBeLb | CTPOK

[lioTBEpOXEHHA pe3ynbTaTy
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‘,VEILTRACK anga AOPYKY - MAM'ATKA KOMAHQI

He3anexHe TecTyBaHHA 6e3neku

XTO Ma€e ooCTyn A0 BalOl NOWTMH
Microsoft 365?

Po3apykynte v po3ganTe Bipainy. 30 OHIB TpUManTe nepeq oumMMa 1 no3HavamnTe AeHb, KONy gianu
3a NaM’aTKo0. Konu Le cTaHe 3BMYKOI0, apKYLL MOXHa 3HATU.

OHoBOUTE apKyll 4S9 HOBUX, HEBUKOPUCTOBYBaHMX 3aCTOCYHKIB a60
nicng 3aMiHu IT-nigpsaHuKa:

3Bipsto NigKItoYeHi 3aCTOCYHKM i3 cepBicaMu KOMMNaHil.

3'ACOBYI0, XTO KOPUCTYETbCH 3aCTOCYHKOM i HaBILLO.

[lepeBip4to, AKi AaHi 3aCTOCYHOK MOXe YMTaTU UM 3MIHIOBaTMW.

[MepeBipsto, Y1 MOXYTb 3aCTOCYHKM KepyBaTh Microsoft 365.

[lepeBipsato BXoau Ta 3anucyto nepion nepesipKu.

3Hato, AK NPUNUHUTUN AOCTYN i WO NepeEBIpUTM.

30 OHIB OO0 3BUYKW: MO3HAYTE [AEHb MuTaHHSA Woao 6esnekn?
M+ BT Cp YT Mt HanuwiTtb HaM
TUKOEHb 1 Vlad Kraevsky
3acHOBHMUK Veiltrack
TUKOAEHDb 2
WEB
TUKOAEHD 3 veiltrack.io
EMAIL
TUXKAEHDb 4 vlad@veiltrack.io
IM'q, Bio4IN: CrapT:
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